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Brief

This program revolves around equipping students with scientific and technical skills in the field of
information security to contribute to the growth and development of this field in Palestine, given its
importance with the rapid technological advancements. It aims to meet the needs of the industrial
and service sectors with qualified staff who can perform tasks such as designing and implementing
policies for protecting the data and the technical environment of institutions. It also involves
examining and analyzing the risks that organizations may face, providing comprehensive reports
with necessary recommendations, and enhancing skills in dealing with cyber-attacks and risks.
Additionally, the specialization provides students with the necessary practical skills to build a
comprehensive and secure local network, as well as managing and connecting it to the global
network. This specialization consists of two academic years, totaling 76 credit hours.
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Program Objectives

Graduate qualified students to the market, who are capable of keeping up with the advancements
and modernization in the following fields:

® Designing and managing local networks and internet networks.

e Designing necessary policies to protect networks of various types.

e Network auditing, identifying weak points and set the enhancement plan.
e Managing technical disasters and handling various types of cyberattacks.

e Dealing with different well-known operating systems.
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Arabic (100101)

This course aims to introduce students to the Arabic language as a system consisting
of interrelated and integrated levels and to enable them to correctly use linguistic,
morphological, grammatical, and rhyming skills in accordance with available
theoretical and poetic texts. In addition, the principles of writing and numbering and
distinguishing between the study of biography, fictional art, poetry issues, and
.current issues affecting the Arabic language and its development and raising its level
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(100103) English
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The course aims to develop the four basic skills of the English language for the
student, namely (writing, reading, speaking, and listening), which enhances the
process of understanding and comprehension, and the correct pronunciation of
spoken and written words and sentences linguistically and enables the student to
communicate effectively through the use of the "dialogue and conversations"
method. In a variety of "scientific and practical" situations, in addition to developing
their writing and reading skills through interactive exercises that integrate traditional
.education with technology-based interactive education
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Introduction to Computer Science(100105)

This course intends to identify computer components and their various units,
computer development and classifications, computer generations, counting system
classification, memory unit, arithmetic and logic unit, input and output unit,
operating system, and programming fundamentals.

Practical part: The course's objective is to provide students with an understanding of
the computer's components, including the CPU (central processing unit), storage
units, and input and output units. And software components such as various
operating systems, such as Windows, and a variety of computer applications, such as
Microsoft Office, the Internet, and e-mail services.
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Entrepreneurship (1100106)

The aim of "Entrepreneurship 1" is to encourage a culture of entrepreneurship among
students by developing their positive attitudes towards the establishment of the
concept of self-employment (private) in exchange for job work after graduation, as an
alternative to self-employment, through the development of a set of "personal and
technical" skills. Which provides students with the business world, the characteristics
of entrepreneurs within it, the ingredients for the success of an entrepreneurial
project, and the obstacles associated with it.
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Entrepreneurship (2)( 100107)

The Entrepreneurship 2 course aims to teach students how to launch an idea, find
sources for it, and build an integrated business plan to launch a successful
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independent project after graduation. Its marketing, administrative, and financial
.aspects must work with it
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Physical Education Culture (100201)

This course covers the definition of physical education, its goals, and its link to general
education, as well as the rules and most significant abilities and concepts of certain
teams and individual sports. And refereeing internal and external matches and
activities, recognizing stadium injuries that impact players inside and outside the
stadium, and conducting internal and external matches and activities. Knowing its
symptoms, causes, and treatments. This course also covers sports tournaments and
.athletic events
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Anti-Corruption (100208)
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This course provides an in-depth understanding of global and local corruption, as well
as its complex manifestations in formal and informal institutions. The course also
examines the most significant factors that increase the likelihood of corruption's
emergence and spread, including the structural organization of state institutions and
the political and social complexities that affect the work of these institutions and
weaken their ability to combat this phenomenon.
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Studies in Islamic and Arabic thought (100200)

This course introduces the student to Arab-Islamic thought, its foundations and goals,
and Islam as a doctrine, law, and manner of life. Additionally, the student should
understand applied Islamic systems and the most essential scientific parts of Islamic
heritage and urbanization.
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Public Safety and Professional Ethics (100204)

The aim of this course is to introduce students to the concept of professional ethics
within the context of realizing their legal responsibilities. The significance of keeping
to the principles of public safety and the ethics of professional employment Also
focused on were the personal characteristics, abilities, and technical skills that an
employee must have, as well as the significance of maintaining the confidentiality of
private information, how to deal with work difficulties, and how to handle business
cases in an emergency.
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(100108) Mathematics

In this course, student recognizes matrices and parameters, associations and their
properties, exponential and triangular associations, endings and communication,
differentiation, applications to calculus, integration, applications to integration,
probabilities.
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(100102) Life Skills

This course addresses many topics related to developing the personal skills of the
student in effective communication to understand and influence others,
strengthening his leadership abilities, and in line with the goals of the college,
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towards preparing a scientifically and professionally qualified staff to prepare for the
future, face its challenges, and be able to meet the needs of the community. The
course also works to enhance the self-confidence of the student, and shows the
importance of body language in communication and communication
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(100108) Mathematics

In this course, student recognizes matrices and parameters, associations and their
properties, exponential and triangular associations, endings and communication,
differentiation, applications to calculus, integration, applications to integration,
probabilities.
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(100102) Life Skills

This course addresses many topics related to developing the personal skills of the
student in effective communication to understand and influence others,
strengthening his leadership abilities, and in line with the goals of the college,
towards preparing a scientifically and professionally qualified staff to prepare for the
future, face its challenges, and be able to meet the needs of the community. The
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course also works to enhance the self-confidence of the student, and shows the
importance of body language in communication and communication
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Introduction to Computer Networks

The course aims to introduce students to the principles of computer networks, their components,
and the necessary technology for their operation. Students will also learn about different types of
wired and wireless computer networks. The course covers the techniques used to connect
computer networks together, the essential protocols for their operation, and the physical structure
of the network. Additionally, the course aims to familiarize students with virtual networks, network
segmentation into multiple networks, and the concepts of IP addressing and subnetting.
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Computer Networks

This course aims to familiarize students with the structure, components, and operations of routers

and switches in small-scale networks. Students will learn how to perform basic configurations for
routers and switches. The course also provides hands-on training on configuring and
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troubleshooting routers, virtual LANs (VLANs), inter-VLAN routing using IPv4 and IPv6 network
addressing protocols, and introduces concepts related to network security, such as VPN.
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Computer Networks Laboratory

This laboratory aims to provide students with the ability to manage and analyze local and wide area
networks practically. It includes hands-on experience in setting up network connections,
programming network devices, understanding different types of cables and their installation,
working with switches, routers, firewalls, and managing and programming basic servers for network
services.
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Introduction to Programming

This course covers the introduction to numerical systems, arithmetic operations on them,
algorithms, problem-solving methods, and translating them into the C++ programming language.
Students will learn logical thinking for writing and executing programs, error handling, and the
principles and concepts of the C++ language, including variables, data types, input and output
expressions, loops, conditional statements, and arrays.
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Programming Languages

In this course, students will be introduced to the open-source programming language Python,
known for its ease of use and extensive libraries that facilitate efficient task completion. The course
covers the basics of Python, file handling, and working with different data types. Students will also
learn about web scraping, data extraction from web resources, information encryption, and
decryption.
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Fundamentals of Encryption

This course aims to present encryption methods and analyze codes. Topics covered in the course
include classical encryption (ciphers, substitution ciphers, transposition ciphers, and DES), public key

encryption (RSA), and cryptographic hash functions.
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Network Security

This course aims to familiarize students with network security concepts, explicit and implicit
policies, their design mechanisms, and the fundamental mechanisms used in network security and
their application at the level of firewalls and various network components. The course also focuses
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on asset identification and evaluation, understanding threats and vulnerabilities, taking
countermeasures, and prioritizing security measures. It also addresses the ethical standards for
professionals in the field.
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Ethical Hacking

This course aims to introduce students to the process of finding vulnerabilities and weaknesses in
targeted systems using ethical methods to detect and evaluate these risks and find solutions.
Students will learn about different types of cyber-attacks, the methods used to execute them, and
different system scanning techniques for information security. The acquired skills in this course will
be employed ethically.
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Database Systems

This course aims to introduce students to the concept of centralized data and information using
database systems and the client/server model. It presents concepts and terms related to database
systems, differentiating between various types. The course covers the basics of databases such as
system analysis, table design, relationships between tables, handling and designing databases using
the SQL language.
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Operating Systems

This course aims to introduce students to various operating systems, including Linux, and covers the
concepts of the kernel and shell. It explores how the system manages processes and memory in its
different types, memory allocation, virtual memory, and embedded file systems. Students will also
write commands and software on the Linux system.
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Operating Systems Management

This course introduces students to the core operations of the Microsoft Windows Server and
RedHat operating systems. It covers system installation, updates, user and group management in
the network, proper resource allocation, and the creation and implementation of policies within an
organization. Additionally, students will learn how to configure and apply services such as HTTP,

DHCP, FTP, and DNS within the enterprise.

* Ko v I. .i - o
d.- i

Loy syl Gald Jlae oL ATy o VM ) el Y1 Rl an Jalaill 5 e Ul 3555 ) Lpsidall 138 Cigs
Linux s Windows Server s g dalaill 5 Jlaall 8 (ppeaiivuall 53 3¢aY)

20| Page



Caall pudeill axsall adsll

SMART COLLEGE FOR MODERN EDUCATION

Operating Systems Lab

The objective of this lab is to equip students with the ability to work with virtual environments
(VMs), create an organization’s domain, and establish connections between devices and users
within the domain. The lab also focuses on hands-on experience with both Windows Server and
Linux environments.
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Special Topics 1 - Algorithms and Data Structures:

This course covers general concepts of data structures and introduces students to commonly used
data structures such as arrays, linked lists, queues, and stacks. Students will learn about basic
operations including storage, partitioning, searching, and sorting.

4aad ) cblad) 3 403) — 2 duald Al ga

lan e il cdial 48,y Lei jais Ol pen iS5 Aaad ] Jamaal] Aalaily QO oy et ) Blasall Cang
) s dlae 8 daddinal) ol g1 5 bl 5 (Ml aan dglas b deddioall Y S g5 5l 5 Al L)
exd) Bauaill 5 (8 kil s s LS A )l o) Jadatl o )l slac) S 5 JSLE y Jlalaall e ) siall 488 5 40l )

(VPN)Gpal i) dala Al o L) e

Special Topics 2 - Digital Records Management

This course aims to introduce students to digital record-keeping systems and how to collect and
securely store records. It covers sources of digital records and the protocols used in the process of
record collection. Students will learn about techniques and tools used in digital record analysis,
including identifying risks and issues, and preparing reports for digital record analysis. Additionally,
practical application will be done on creating a Virtual Private Network (VPN).
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Special Topics 2 - MOBILE FORENSICS

This course takes a hands-on approach to provide students with foundational concepts and practical
skills in Mobile Device Forensics, which can be leveraged to perform forensically sound
investigations against crimes involving the most complex mobile devices currently available in the
market. Using modern tools and techniques, students will learn how to conduct a structured
investigation process to determine the nature of the crime and to produce results that are useful in
criminal proceedings. The course will provide walkthrough on various phases of the mobile forensics
process for both Android and iOS based devices including forensically extracting, collecting, and
analyzing, data and producing and disseminating reports. The course modules and labs will involve
certain specialized hardware and software to perform data acquisition (including deleted data), and

.the analysis of extracted information
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Communication Systems

This course includes an introduction to communication networks, electrical communication devices,
signal types, and the electromagnetic spectrum. Students will learn about wireless networks,
mobile phone networks and their technologies, as well as digital wireless systems such as Wi-Fi and
Bluetooth. They will also become familiar with modern communication technologies such as RFID,

Li-Fi, and others.
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Software Engineering

This course aims to introduce students to the stages of the software development life cycle. It
discusses a range of traditional and contemporary models in software development, such as the
waterfall model, the prototyping model, the incremental evolutionary model, and Agile methods.
The course also covers important topics including requirements analysis, design methods and types,
quality assurance, reliability, testing methods, maintenance, and documentation. Additionally,
students are required to complete a comprehensive software project as part of a team, applying all
the knowledge and skills acquired throughout the course.
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Technical Support Techniques

The purpose of this course is to familiarize students with the concept and importance of technical
support, as well as methods of problem analysis and resolution. It also provides them with variant
techniques for effective communication with customers to identify issues and their causes. The
course equips students with skills to overcome failures and provide alternative solutions until the
problems are resolved. It also covers crisis management, workload pressure, and task distribution.
Additionally, the course aims to introduce students to the latest and most effective methods and
mechanisms for providing technical support.

1 Al

ol s D8 (55 S banll (5 gun a5 o8 il 3 JDA U L) 31 el (ppaa s Al e Bsdd 138 S
Jlae 3 laaioad) o g SURY) Ale) Al peans ¢ pigeal Jaadl Sl (8 il e 8,001 Suatl 56y oS 38
Jymadll la jaa o 5855 Jaall (3 g QU zad Y il Giagy Cun Jaall Bam (o Al laiall Lia 51 53l
S8 Aila y S i paanal & llall Y

Field Training 1

This course focuses on utilizing and incorporating the skills acquired by the student during their
studies into the market, enabling them to be qualified, highly competent, and competitive in the
professional field. It provides them with the opportunity to stay updated on the latest
developments in the prevalent technology. The primary goal of the first training is to integrate the
student into the market and focus on the outcomes of the initial chapters, specifically in designing,
installation, and maintenance of networks.
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Field Training 2

This course is a continuation of Field Training 1, and aims to integrate students into local community
organizations that serve their specialization. In order to provide them with the necessary practical
skills to engage them in the market. The course focuses on the core aspects of information security,
including network security, vulnerability assessment, handling cyber-attacks, managing technical
disasters, and ethical hacking mechanisms and tools.
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Graduation Project

This course aims to develop the students’ research and innovation skills by selecting a suitable idea
for a project in the field. The goal is to utilize the skills and knowledge acquired during the study
period to transform them into an integrated system within the specified standards and
specifications, in addition to writing the relevant project reports in the appropriate format.
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